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Review Cycle: Quarterly (or upon significant regulatory changes)
Document Owner: Chief Compliance Officer / Head of Legal

Emergency Review Triggers:
New federal AI employment legislation enacted
Additional states enact comprehensive AI laws
Major EEOC enforcement action or guidance issued
Significant court ruling affecting AI employment tools
Material changes to California, Colorado, or NYC requirements


[bookmark: _Toc212142550]LEGAL DISCLAIMER
This Compliance Checklist is provided for informational and educational purposes only and does not constitute legal advice. The information contained herein should not be relied upon as a substitute for consultation with qualified legal counsel familiar with your specific circumstances and jurisdiction.
Key Disclaimers:
No Attorney-Client Relationship: Use of this checklist does not create an attorney-client relationship between you, your organization, TalentMatched.com, or any affiliated parties.
Rapidly Evolving Landscape: AI employment law is developing rapidly at federal, state, and local levels. Information provided was current as of October 2025 but may become outdated. Users must independently verify current legal requirements.
Jurisdiction-Specific Advice Required: Compliance requirements vary significantly by jurisdiction and fact pattern. Organizations must consult with employment law attorneys licensed in their operating jurisdictions before implementing AI employment screening tools.
No Guarantee of Compliance: Completing this checklist does not guarantee compliance with all applicable laws. Organizations remain solely responsible for their legal compliance.
Third-Party Verification: Information about vendors, technologies, or compliance solutions mentioned herein should be independently verified. TalentMatched.com makes no representations regarding third-party claims.
Limitation of Liability: Neither TalentMatched.com nor its affiliates, officers, directors, employees, or agents shall be liable for any damages arising from use of or reliance on this checklist.

RECOMMENDATION: Before deploying any AI employment screening technology, consult with qualified employment law counsel and conduct a comprehensive legal risk assessment specific to your organization's circumstances, operating jurisdictions, and planned AI applications
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[bookmark: _Toc212142551]EXECUTIVE SUMMARY
[bookmark: _Toc212142552]1. Current US AI Regulatory Landscape
[bookmark: _Toc212142553]Federal vs. State Fragmentation
The United States lacks comprehensive federal AI employment legislation. Instead, a complex patchwork of federal anti-discrimination laws (Title VII, ADA, ADEA, FCRA) combines with rapidly evolving state and local regulations. As of October 2025, federal guidance from the EEOC and DOL has been retracted following Executive Order 14179, though underlying statutory protections remain fully enforceable.
[bookmark: _Toc212142554]2024-2025 Legislative Surge
Over 400 AI-related bills were introduced across 41 states in the 2024-2025 legislative sessions. Key enacted laws include:

Colorado AI Act (SB 24-205) - Effective February 1, 2026 (delayed to June 30, 2026) - First comprehensive statewide AI regulation
California FEHA AI Regulations - Effective October 1, 2025 - Automated Decision System (ADS) bias testing requirements
Illinois HB 3773 - Effective January 1, 2026 - Expanded AI discrimination prohibitions
NYC Local Law 144 - Enforced since July 5, 2023 - Annual bias audits for automated employment decision tools
[bookmark: _Toc212142555]Notable Enforcement Actions
iTutorGroup Settlement - $365,000 EEOC settlement for age-based AI discrimination (August 2023)
Mobley v. Workday - Ongoing class action against AI vendor (Northern District of California) - EEOC filed amicus brief arguing vendors are liable under Title VII
Tractor Supply CPPA Fine - $1.35 million California Privacy Protection Agency fine (largest to date) for CCPA violations including failure to honor Global Privacy Control (GPC) signals
Trend Analysis
California as Bellwether: California's regulations (CPRA, FEHA, GPC requirements) establish de facto national standards due to extraterritorial reach
State-Led Regulation Dominance: Absent federal action, states drive AI employment regulation
Increasing Private Rights of Action: Colorado, Illinois, and California laws enable private lawsuits, dramatically increasing enforcement risk
Vendor Liability Expansion: EEOC position in Mobley suggests AI tool vendors may be directly liable as 'employment agencies' or 'agents'
EEOC Disparate Impact Retreat: September 2025 EEOC memo indicates closure of pending disparate impact charges, but civil plaintiffs can still pursue claims in federal court


[bookmark: _Toc212142556]2. Critical Compliance Context
[bookmark: _Toc212142557]Geographic Impossibility of Isolation
It is NOT possible to operate in any single US state without triggering other states' requirements due to:
Applicant Location Primacy: Most state laws apply based on where the applicant is located, not where the employer is headquartered
Remote Work Prevalence: 40% of jobs are now remote/hybrid, with average postings attracting applicants from 15+ states
Federal Baseline Universality: Title VII, ADA, ADEA, and FCRA apply to all US employers regardless of state
[bookmark: _Toc212142558]California's Extraterritorial Reach
39.5 million residents (12% of US population)
$3.9 trillion economy (5th largest globally)
19.6 million labor force participants
Reality: ANY employer posting remote/national positions WILL receive California applicants and must comply with CPRA, FEHA, and GPC requirements
[bookmark: _Toc212142559]Current Federal Enforcement Posture (2025)
EEOC AI guidance retracted (January 2025) following Executive Order 14179
DOL AI frameworks removed or marked as outdated
September 2025 internal memo: EEOC closing pending disparate impact charges
CRITICAL: Underlying federal statutes (Title VII, ADA, ADEA) remain fully enforceable. Private plaintiffs can still bring discrimination claims in federal court. State and local enforcement unaffected.
[bookmark: _Toc212142560]Industry Compliance Gap
Research indicates that most AI HR vendors are not yet compliant with 2025-2026 state requirements, particularly:
Colorado AI Act impact assessment requirements
California GPC signal detection and automated opt-out processing
NYC Law 144 intersectional bias audit requirements
Illinois BIPA written consent for voice biometric processing


[bookmark: _Toc212142561]3. Risk Exposure Summary
[bookmark: _Toc212142562]FEDERAL PENALTIES
Title VII Discrimination:
Unlimited compensatory and punitive damages (jury trials authorized)
Back pay, front pay, reinstatement
Attorney's fees and costs
ADA Violations:
Back pay, front pay, compensatory and punitive damages
Caps based on employer size: 15-100 employees ($50K), 101-200 ($100K), 201-500 ($200K), 500+ ($300K)
FCRA Violations:
Actual damages
Statutory damages: $100-$1,000 per violation
Punitive damages for willful noncompliance
FTC Act:
Injunctions, cease and desist orders
Civil penalties determined case-by-case
[bookmark: _Toc212142563]STATE PENALTIES (EXAMPLES)
California CPRA:
$2,500 per unintentional violation
$7,500 per intentional violation or violation involving minors
Private right of action for data breaches ($100-$750 per consumer per incident)
Example: Tractor Supply - $1.35 million fine (October 2024)
Illinois BIPA:
$1,000 per negligent violation
$5,000 per intentional/reckless violation
Private right of action (class actions common)
Example: Facebook settlement - $650 million (2021)
NYC Local Law 144:
$375-$1,500 per violation
Per position, per day of non-compliance
Example exposure: 10 open positions × 30 days × $1,500 = $450,000
Colorado AI Act:
$500-$20,000 per violation (effective June 30, 2026)
Private right of action available
Violations classified as deceptive trade practices
[bookmark: _Toc212142564]TYPICAL RISK SCENARIOS
Mid-Size Employer 
(500-1,000 employees, national hiring):
Annual exposure for systemic non-compliance: $2M-$10M+
Single class action potential: $5M-$50M+
Reputational damage: Incalculable but severe
Enterprise Employer 
(5,000+ employees, multi-state operations):
Annual exposure for systemic non-compliance: $10M-$100M+
Multi-jurisdiction class actions: $50M-$500M+ (see Facebook BIPA example)
Procurement obstacles: Enterprise clients increasingly require AI compliance certification


[bookmark: _Toc212142565]4. How to Use This Checklist
FRAMEWORK ACTIVATION DECISION TREE
Step 1 - Federal Baseline (Framework 1):
Question: Does your organization hire employees in the United States?
→ YES → Activate Framework 1 (applies to ALL US organizations)
Step 2 - Enhanced States (Framework 2):
Question: Does your organization have ANY of the following:
Physical operations in CA, CO, IL, NYC, VA, CT, UT, or FL?
Recruit candidates physically located in these jurisdictions?
Post remote or national job openings?
→ YES to ANY → Activate Framework 2
Note: If you post remote/national openings, you WILL receive California applicants (12% of US population). Framework 2 is effectively mandatory for most employers.
Step 3 - Privacy Law States (Framework 3):
Question: Does your organization have operations in TX, OR, MT, IA, or TN?
→ YES → Activate Framework 3
Step 4 - Standard States (Framework 1 Only):
All remaining 37 states covered by Framework 1 (Federal Baseline) only
USAGE SCENARIOS
A. Vendor Evaluation:
Use this checklist during RFP/vendor selection process to:
Score vendors systematically across compliance domains
Document vendor representations and warranties
Identify compliance gaps requiring contractual protections
Create audit trail for procurement decisions
B. Internal Readiness Assessment:
Conduct self-assessment before deploying AI screening tools:
Identify internal capability gaps
Determine resource requirements (budget, staff, technology)
Create implementation roadmap and timeline
Assign accountability across HR, Legal, IT, and Compliance teams
C. Ongoing Monitoring:
Quarterly compliance reviews to:
Verify continued vendor compliance
Track regulatory developments and adjust controls
Update documentation and policies
Refresh bias audits and impact assessments
D. Audit Preparation:
Document completion provides evidence of:
Good faith efforts toward compliance
Reasonable care in AI system deployment (Colorado AI Act requirement)
Due diligence in vendor selection
Systematic risk management processes
RECOMMENDED APPROACH
1. Determine Applicable Frameworks (10-15 minutes):
Use decision tree above to identify which framework sections apply to your organization
2. Review Applicable Sections (2-4 hours initially):
Focus only on activated frameworks - don't waste time on inapplicable requirements

3. Assign Section Owners:
HR Leadership: Vendor evaluation, impact on recruitment processes
Legal/Compliance: Legal requirements, risk assessment, contractual protections
IT/Security: Technical implementation, data security, system architecture
Vendor Management: Vendor communications, audit rights, SLA monitoring
4. Complete Checkboxes with Documentation (Ongoing):
Each checkbox should be supported by:
Vendor attestations or certifications
Internal policy documentation
Audit reports or third-party assessments
Training completion records
Screenshots or system configuration evidence
5. Escalate Gaps with Risk Quantification:
When checkboxes cannot be completed:
Document the specific gap
Quantify potential exposure (penalties, damages, litigation risk)
Propose remediation timeline and resource requirements
Escalate to senior leadership for risk acceptance or mitigation decision
6. Schedule Quarterly Reviews:
Maintain compliance currency through regular reassessment:
Q1: Regulatory landscape scan, vendor attestation refresh
Q2: Bias audit review, impact assessment updates
Q3: Policy and training refresh, documentation updates
Q4: Comprehensive annual review and planning for next year


[bookmark: _Toc212142566]SECTION 1: FEDERAL BASELINE (FRAMEWORK 1)
[bookmark: _Toc212142567]APPLIES TO: ALL US ORGANIZATIONS
Overview: This section applies to ALL organizations using AI in employment screening, regardless of state location. Federal laws create the compliance floor that no state can undermine. All subsequent frameworks build on this foundation.
Key Federal Statutes:
Title VII of the Civil Rights Act of 1964 (race, color, religion, sex, national origin)
Americans with Disabilities Act (ADA)
Age Discrimination in Employment Act (ADEA)
Fair Credit Reporting Act (FCRA)
Federal Trade Commission Act (FTC Act)
[bookmark: _Toc212142568]1.1 EEOC and Federal Anti-Discrimination Laws
[bookmark: _Toc212142569]Checkpoint 1.1.1: Title VII Disparate Impact Analysis
Regulation: Title VII of the Civil Rights Act of 1964, 42 U.S.C. § 2000e et seq.; Uniform Guidelines on Employee Selection Procedures, 29 C.F.R. § 1607
Reference: EEOC Compliance Manual Section 15 (Race and Color Discrimination), https://www.eeoc.gov/laws/guidance/section-15-race-and-color-discrimination
Risk Level: CRITICAL - Unlimited liability, private right of action, active enforcement
Applies to: ALL US

Current Enforcement Context (2025): While EEOC guidance has been retracted and the agency is closing pending disparate impact charges (September 2025 memo), Title VII's statutory prohibitions remain fully enforceable. Private plaintiffs can still bring disparate impact claims in federal court. The Mobley v. Workday case demonstrates continued viability of these claims against both employers and AI vendors.
REQUIRED CHECKPOINTS:
1. Four-Fifths Rule Analysis: Conduct four-fifths rule (80% rule) analysis for AI screening tool across all protected classes (race, color, religion, sex, national origin). Document selection rates showing that no protected group is selected at a rate less than 80% of the highest-selected group.
1. Statistical Significance Testing: Verify that disparate impact analysis uses statistically significant sample sizes and appropriate statistical methods. Minimum sample size considerations: n≥30 for each demographic group being analyzed.
1. Business Necessity Documentation: If disparate impact is identified, document the business necessity defense showing that the AI tool is job-related and consistent with business necessity. Include validation studies demonstrating predictive validity for job performance.
1. Less Discriminatory Alternatives: Document evaluation of less discriminatory alternative selection procedures. If alternatives exist that serve the employer's legitimate interests with less adverse impact, document why they were not adopted or are not feasible.
1. Ongoing Monitoring: Establish process for ongoing adverse impact monitoring with quarterly reviews of selection rates. Set triggers for immediate review if adverse impact ratios fall below 80% threshold.

Implementation Guidance:
1. Collect demographic data: Voluntary self-identification during application process, separate from screening decisions
1. Calculate selection rates: For each protected class, divide number selected by total number of applicants in that class
1. Apply four-fifths rule: Determine highest selection rate among all groups, multiply by 0.8, compare all other groups
1. Document annually: Create formal adverse impact analysis report reviewed by legal counsel
[bookmark: _Toc212142570]Checkpoint 1.1.2: Protected Class Data Handling
Regulation: Title VII, 42 U.S.C. § 2000e-2(k); EEOC Enforcement Guidance on Pre-Employment Inquiries
Risk Level: CRITICAL - Direct evidence of discrimination if protected characteristics used improperly
Applies to: ALL US
REQUIRED CHECKPOINTS:
1. No Direct Use of Protected Characteristics: Verify that AI tool DOES NOT use protected class information (race, color, religion, sex, national origin) as input variables in screening algorithms. Review data schema and feature engineering documentation.
1. Proxy Variable Screening: Identify and evaluate all input variables that may serve as proxies for protected characteristics (e.g., ZIP code as proxy for race, names as proxy for national origin/religion, educational institutions as proxy for various characteristics). Document proxy risk assessment and mitigation strategies.
1. Data Segregation: Confirm that demographic data collected for adverse impact monitoring is segregated from data used for screening decisions. Implement technical controls preventing algorithm access to protected class data.
1. Pre-Employment Inquiry Compliance: Verify that pre-screening questions do not request protected class information except where legally permissible (e.g., voluntary EEO data collection, affirmative action programs). Review all application forms and chatbot scripts.
1. Vendor Attestation: Obtain written attestation from AI vendor that tool does not use protected characteristics and has been designed to minimize proxy risks. Include audit rights in vendor contract.
[bookmark: _Toc212142571]Checkpoint 1.1.3: Discriminatory Intent Safeguards
Regulation: Title VII, 42 U.S.C. § 2000e-2(a) (disparate treatment prohibition)
Risk Level: CRITICAL - Intentional discrimination carries enhanced penalties including punitive damages
Applies to: ALL US
REQUIRED CHECKPOINTS:
1. Tool Configuration Review: Document review of all AI tool configuration settings, weighting factors, and adjustment parameters to ensure no settings explicitly advantage or disadvantage protected groups. Maintain configuration change log.
1. Training Data Audit: Review training data sources used to develop AI model for evidence of historical discrimination. If training data reflects past discriminatory practices, document data cleansing efforts or alternative data sources.
1. Algorithmic Transparency: Obtain vendor documentation explaining how algorithm generates scores/rankings. Document that algorithm logic does not incorporate discriminatory criteria or stereotypes about protected groups.
1. Human Oversight Controls: Implement human review checkpoints in screening process. Document that human reviewers are trained not to use protected class information in decision-making and are evaluated for decision consistency.
1. Audit Trail: Maintain comprehensive audit trail of all screening decisions including timestamp, candidate identifier, AI recommendation, human reviewer decision, and justification. Enable retrospective discrimination analysis.
[bookmark: _Toc212142572]Checkpoint 1.1.4: Vendor Liability Considerations
Regulation: Title VII, 42 U.S.C. § 2000e(b) (employment agency definition); EEOC Amicus Brief in Mobley v. Workday
Reference: EEOC Amicus Brief, Mobley v. Workday, Case No. 3:23-cv-00770 (N.D. Cal. Apr. 9, 2024), https://www.eeoc.gov/litigation
Risk Level: HIGH - EEOC position seeks to expand vendor liability as 'employment agencies' or 'agents'
Applies to: ALL US
Context: In Mobley v. Workday, the EEOC filed an amicus brief arguing that AI tool developers can be held liable under Title VII as 'employment agencies' when they exercise substantial control over hiring decisions or act as 'gatekeepers' determining which candidates advance. This represents significant expansion of vendor liability risk.
REQUIRED CHECKPOINTS:
1. Vendor Classification Assessment: Evaluate whether vendor relationship creates 'employment agency' or 'agent' liability risk under EEOC's Mobley theories. Consider: Does vendor have 'final say' over hiring decisions? Does vendor act as 'gatekeeper' controlling candidate access? Does vendor 'screen and refer' candidates?
1. Contractual Indemnification: Ensure vendor contract includes indemnification provisions for discrimination claims arising from AI tool. Specify allocation of liability for disparate impact vs. disparate treatment claims.
1. Insurance Verification: Verify vendor maintains adequate Employment Practices Liability Insurance (EPLI) with limits sufficient to cover potential Title VII claims. Obtain certificate of insurance naming organization as additional insured.
1. Control Allocation: Document clear allocation of control between employer and vendor. Employer must retain meaningful decision-making authority to avoid 'final say' characterization. Implement human review of all AI recommendations before adverse decisions.
1. Joint Defense Agreement: Consider joint defense agreement with vendor for coordinated response to discrimination claims. Establish protocol for information sharing and legal strategy coordination while preserving privilege.


[bookmark: _Toc212142573]1.2 Americans with Disabilities Act (ADA)
[bookmark: _Toc212142574]Checkpoint 1.2.1: Screen-Out Prevention
Regulation: Americans with Disabilities Act, 42 U.S.C. § 12112(b)(6); 29 C.F.R. § 1630.10 (qualification standards)
Reference: EEOC ADA Guidance on Software and Algorithms (withdrawn January 2025 but principles remain applicable), https://www.ada.gov
Risk Level: CRITICAL - Automated 'screen outs' of individuals with disabilities violate ADA
Applies to: ALL US
REQUIRED CHECKPOINTS:
1. Disability-Neutral Selection Criteria: Verify that AI screening criteria measure job-related skills and qualifications, not disability-related characteristics. Review all assessment components (tests, simulations, games) for disability impact.
1. No Disability Inquiries: Confirm AI tool does not ask disability-related questions or request medical information prior to conditional job offer. Review chatbot scripts, application forms, and assessment instructions.
1. Ability to Meet Job Requirements: Ensure AI tool only assesses ability to perform essential job functions with or without reasonable accommodation. Do not screen out candidates who could perform job with reasonable accommodation.
1. Disability Adverse Impact Monitoring: Conduct periodic analysis of whether AI tool disproportionately screens out individuals with specific disabilities (e.g., visual impairments, cognitive disabilities, mobility limitations). Quarterly reviews recommended.
1. Safety Requirements Exception: If screening for safety-related qualifications, document business necessity showing that criteria are job-related and consistent with business necessity, and that no reasonable accommodation would eliminate the risk.
[bookmark: _Toc212142575]Checkpoint 1.2.2: Reasonable Accommodation in AI Screening
Regulation: ADA, 42 U.S.C. § 12112(b)(5)(A); 29 C.F.R. § 1630.9 (reasonable accommodation)
Risk Level: HIGH - Failure to provide reasonable accommodation violates ADA
Applies to: ALL US
REQUIRED CHECKPOINTS:
1. Accommodation Request Process: Implement clear process for candidates to request reasonable accommodations during AI screening process. Provide multiple request methods (phone, email, web form). Train HR staff to recognize accommodation requests.
1. Alternative Assessment Methods: Identify and document alternative assessment methods for candidates who cannot complete standard AI screening due to disability. Examples: extended time, screen reader compatibility, alternative format (video interview vs. written test), human-administered assessment.
1. Accessibility Standards: Verify AI tool meets Web Content Accessibility Guidelines (WCAG) 2.1 Level AA standards at minimum. Test with assistive technologies (screen readers, voice recognition software, alternative input devices).
1. Interactive Process: Establish interactive process for evaluating accommodation requests. Document: candidate's request, nature of limitation, job requirements, available accommodations, selection of accommodation, implementation timeline.
1. Accommodation Tracking: Maintain log of all accommodation requests including: date received, disability category (if disclosed), accommodation requested, accommodation provided, approval/denial rationale, implementation date. Review quarterly for patterns.
1. No Adverse Action: Document that requesting accommodation does not adversely affect candidate's evaluation. Segregate accommodation request information from screening decision-makers.


[bookmark: _Toc212142576]1.3 Fair Credit Reporting Act (FCRA) Compliance
[bookmark: _Toc212142577]Checkpoint 1.3.1: Consumer Reporting Agency Determination
Regulation: Fair Credit Reporting Act, 15 U.S.C. § 1681 et seq.; 16 C.F.R. Part 600 (FTC FCRA regulations)
Risk Level: HIGH - FCRA violations carry statutory damages and class action risk
Applies to: ALL US
Context: If AI vendor qualifies as a 'consumer reporting agency' (CRA) by providing information 'used or expected to be used' for employment purposes, FCRA disclosure, authorization, and adverse action requirements apply.
REQUIRED CHECKPOINTS:
1. CRA Status Assessment: Determine if AI vendor is a consumer reporting agency. Key factors: Does vendor aggregate data from third-party sources? Does vendor provide reports on consumers to third parties? Is information used for employment eligibility determination? Document legal analysis.
1. Vendor CRA Certification: If vendor is CRA, obtain certification of compliance with FCRA § 1681e (reasonable procedures to assure maximum possible accuracy). Verify vendor maintains required procedures and certifications.
1. Third-Party Data Source Identification: Identify all third-party data sources used by AI tool (social media, public records, credit reports, criminal records, education verification). Document data sources and vendor's basis for use.
1. Permissible Purpose Verification: Verify that AI vendor only furnishes consumer reports for permissible employment purposes under FCRA § 1681b(b). Document written certification to vendor of permissible purpose.
[bookmark: _Toc212142578]Checkpoint 1.3.2: FCRA Disclosure and Authorization
Regulation: FCRA, 15 U.S.C. § 1681b(b)(2) (disclosure and authorization requirements)
Risk Level: HIGH - Technical violations create statutory damages exposure
Applies to: ALL US (when vendor is CRA or report obtained from CRA)
REQUIRED CHECKPOINTS:
1. Clear and Conspicuous Disclosure: Provide clear and conspicuous written disclosure to applicant that consumer report may be obtained for employment purposes. Disclosure must be standalone document with no extraneous information. Review disclosure form for FCRA compliance.
1. Written Authorization: Obtain applicant's written authorization to procure consumer report. Authorization must be separate from application and other documents. Verify authorization form complies with FCRA requirements.
1. State Law Compliance: Review state-specific FCRA enhancements (e.g., California ICRAA requires investigative consumer report disclosures). Ensure disclosure and authorization forms comply with applicable state laws.
1. Timing Requirements: Ensure disclosure and authorization obtained before procuring report. Document timestamp of disclosure, authorization, and report procurement to prove sequence.
1. Summary of Rights: Provide applicant with FTC-prescribed 'Summary of Your Rights Under the Fair Credit Reporting Act.' Verify current version obtained from FTC website.
[bookmark: _Toc212142579]Checkpoint 1.3.3: Adverse Action Procedures
Regulation: FCRA, 15 U.S.C. § 1681b(b)(3) (adverse action requirements)
Risk Level: CRITICAL - Failure to provide pre-adverse and adverse action notices is common FCRA violation
Applies to: ALL US (when consumer report used)
REQUIRED CHECKPOINTS:
1. Pre-Adverse Action Notice: Before taking adverse action based on consumer report, provide applicant with: (1) copy of report, (2) FTC-prescribed written description of rights, (3) reasonable time to dispute report accuracy (typically 5 business days). Document all pre-adverse action notices.
1. Adverse Action Notice: After adverse action, provide notice including: (1) name, address, phone number of CRA that furnished report, (2) statement that CRA did not make decision and cannot explain it, (3) notice of right to obtain free copy of report within 60 days, (4) notice of right to dispute report accuracy. Use FTC model forms.
1. Reasonable Waiting Period: Implement mandatory waiting period between pre-adverse action notice and final adverse action (minimum 5 business days recommended). Document waiting period compliance.
1. Dispute Resolution Process: Establish process for applicant to dispute report accuracy during waiting period. Document: receipt of dispute, investigation conducted, CRA contacted, resolution, final decision rationale.
1. Documentation and Retention: Maintain comprehensive documentation of all FCRA compliance steps for each applicant: disclosure provided, authorization obtained, report procured, pre-adverse action notice sent, waiting period, final adverse action notice. Retain for minimum 5 years (federal) or longer per state law.
1. AI-Specific Considerations: If AI tool itself generates 'consumer report' scores/recommendations, clarify whether these constitute adverse action triggering FCRA notices. Document legal analysis and implement conservative compliance approach.
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1.4 Age Discrimination in Employment Act (ADEA)
[bookmark: _Toc212142581]Checkpoint 1.4.1: Age-Based Disparate Impact
Regulation: Age Discrimination in Employment Act, 29 U.S.C. § 621 et seq.; 29 C.F.R. Part 1625
Reference: EEOC Enforcement Guidance on ADEA (withdrawn 2025 but principles remain applicable)
Risk Level: HIGH - Age discrimination claims increasingly common in AI screening context
Applies to: ALL US employers with 20+ employees
Context: The iTutorGroup case (August 2023) resulted in $365,000 EEOC settlement for age-based AI discrimination, establishing that automated screening tools can violate ADEA.
REQUIRED CHECKPOINTS:
1. Age-Neutral Selection Criteria: Verify that AI tool does not use age as input variable or selection criterion. Review all assessment components, algorithms, and scoring methods for age-related factors.
1. Proxy Variable Analysis: Identify and evaluate variables that may correlate with age (graduation date, years of experience, technology proficiency, cultural references, physical abilities). Document proxy risk assessment.
1. Age 40+ Adverse Impact Analysis: Conduct disparate impact analysis comparing selection rates for applicants age 40+ vs. under 40. Calculate impact ratio and document results. Quarterly monitoring recommended.
1. Reasonable Factor Other Than Age (RFOA): If age-related adverse impact identified, document 'reasonable factor other than age' defense. Show that challenged practice is based on reasonable factor other than age, is job-related and consistent with business necessity. Include validation studies.
1. Training Data Review: Audit training data for age-related bias. If historical hiring data used for training, verify that data does not reflect past age discrimination. Document data cleansing or alternative data sources.
1. Experience vs. Age Distinction: If tool considers 'years of experience,' document business justification and verify that criterion does not serve as proxy for age. Consider using minimum experience thresholds rather than preferencing maximum experience.
[bookmark: _Toc212142582]Checkpoint 1.4.2: Age-Based Inquiries and Stereotyping
Regulation: ADEA, 29 U.S.C. § 623(a) (prohibition on age-based terms, conditions, and privileges)
Risk Level: HIGH - Direct evidence of age bias creates liability
Applies to: ALL US employers with 20+ employees
REQUIRED CHECKPOINTS:
1. No Age Inquiries: Verify that AI screening tool does not request applicant's date of birth, age, or graduation dates prior to conditional job offer. Review all application forms, chatbot scripts, and assessment questions.
1. Age-Neutral Language: Review job postings, recruitment materials, and assessment instructions for age-coded language (e.g., 'digital native,' 'recent graduate,' 'energetic,' 'overqualified'). Replace with age-neutral terms.
1. Stereotype Prevention: Document that AI algorithm does not incorporate age-related stereotypes (e.g., older workers less adaptable, younger workers less reliable). Obtain vendor certification of stereotype-free algorithm design.
1. Reasonable Accommodation for Age: While ADEA does not require reasonable accommodation like ADA, implement policy to provide accommodations that enable older applicants to complete AI assessments (e.g., larger fonts, extended time, technology assistance).
[bookmark: _Toc212142583]
1.5 Federal Trade Commission Act - Algorithmic Accountability
[bookmark: _Toc212142584]Checkpoint 1.5.1: Unfair and Deceptive Practices
Regulation: Federal Trade Commission Act, 15 U.S.C. § 45 (unfair or deceptive acts or practices); FTC Policy Statement on Deception; FTC Policy Statement on Unfairness
Reference: FTC guidance on AI and algorithms (see FTC website for current guidance)
Risk Level: MEDIUM-HIGH - FTC enforcement increasing for algorithmic bias and transparency
Applies to: ALL US
Context: FTC has authority to bring enforcement actions against unfair or deceptive practices, including misleading claims about AI capabilities and discriminatory algorithmic practices.
REQUIRED CHECKPOINTS:
1. Truthful Marketing Claims: Verify that all marketing materials, vendor representations, and claims about AI tool accuracy, fairness, and capabilities are truthful and substantiated. Document evidence supporting all claims (e.g., validation studies, bias audit results).
1. No Deceptive AI Representations: Ensure that AI tool does not misrepresent its capabilities, limitations, or decision-making processes to applicants or employers. Review all user-facing communications for accuracy.
1. Algorithmic Transparency: Maintain documentation explaining: (1) how AI tool makes decisions, (2) what factors are considered, (3) how applicants are scored/ranked, (4) known limitations. Provide meaningful transparency to applicants upon request.
1. Bias Prevention and Monitoring: Implement systematic bias testing and monitoring. Document steps taken to identify, prevent, and mitigate algorithmic discrimination. Maintain audit trail of bias testing results.
1. Data Security and Privacy: Verify AI vendor maintains reasonable data security measures to protect applicant information. Obtain documentation of security controls, certifications (SOC 2, ISO 27001), and incident response procedures.
[bookmark: _Toc212142585]Checkpoint 1.5.2: FTC Algorithm Enforcement Factors
Regulation: FTC enforcement priorities as articulated in speeches, blog posts, and enforcement actions
Risk Level: MEDIUM - Evolving enforcement area
Applies to: ALL US
REQUIRED CHECKPOINTS:
1. Training Data Representativeness: Verify training data is representative of population to which AI will be applied. Document demographics of training data and comparison to applicant pool demographics.
1. Model Validation: Conduct independent validation of AI model accuracy and fairness. Obtain third-party validation studies or conduct internal validation with documented methodology.
1. Ongoing Monitoring and Maintenance: Implement continuous monitoring of AI performance, accuracy drift, and bias indicators. Document regular model retraining, updates, and performance reviews.
1. Human Oversight and Review: Maintain human review and override capability for AI recommendations. Document human reviewer training, decision authority, and override frequency.
1. Explainability and Documentation: Maintain comprehensive documentation of: algorithm design, training data sources, validation studies, bias testing, performance metrics, model updates, and known limitations. Ensure documentation sufficient to explain decisions to regulators.

[bookmark: _Toc212142586]SECTION 2: ENHANCED STATES (FRAMEWORK 2)
APPLIES TO: Organizations with operations in or recruiting from CA, CO, IL, NYC, VA, CT, UT, or FL
Overview: Enhanced state requirements build upon federal baseline (Framework 1). These states have enacted specific AI employment regulations or enhanced privacy laws affecting AI screening. All Framework 1 requirements remain applicable.
[bookmark: _Toc212142587]2.1 California Comprehensive AI Framework
California Population: 39.5 million (12% of US population)
Labor Force: 19.6 million
Applicability: Based on applicant location (extraterritorial reach)
Key Statutes: CPRA (privacy), FEHA (anti-discrimination), California Consumer Privacy Act

[bookmark: _Toc212142588]Checkpoint 2.1.1: California Privacy Rights Act (CPRA) - AI Screening Disclosures
Regulation: California Privacy Rights Act (CPRA), Cal. Civ. Code § 1798.100 et seq.; CPPA Regulations
Effective: January 1, 2023 (CPRA); Ongoing regulatory updates by CPPA
Risk Level: CRITICAL - $7,500 per intentional violation, private right of action for breaches
Applies to: California residents (applicants located in CA)

Context: California's CPPA has shown aggressive enforcement, including $1.35 million fine to Tractor Supply for CCPA violations (October 2024), demonstrating willingness to impose maximum penalties.

REQUIRED CHECKPOINTS:
1. Privacy Policy Disclosure: Update privacy policy to disclose categories of personal information collected through AI screening, purposes of collection and use, categories of third parties to whom information is disclosed, and retention periods. Must be posted at www.yourcompany.com/privacy
1. Automated Decision-Making Notice: Provide specific notice to California applicants that automated decision-making technology is used in screening process. Notice must be provided at or before collection point.
1. Right to Know Requests: Implement process to respond to California applicant requests for: (1) categories and specific pieces of personal information collected, (2) categories of sources, (3) business purposes for collection, (4) categories of third parties with whom information shared. Response deadline: 45 days (may extend 45 additional days with notice).
1. Right to Delete Requests: Implement process to delete California applicant personal information upon request (subject to exceptions). Verify vendor also deletes information. Response deadline: 45 days.
1. Right to Correct Requests: Implement process to correct inaccurate personal information about California applicants upon request. Response deadline: 45 days.
1. Right to Opt-Out of Sale/Sharing: If AI vendor shares California applicant information with third parties for cross-context behavioral advertising or other purposes that constitute 'sale' or 'sharing,' provide 'Do Not Sell or Share My Personal Information' link and honor opt-out requests.
1. Sensitive Personal Information: If collecting sensitive personal information (SSN, precise geolocation, racial/ethnic origin, religious beliefs, union membership, genetic data, biometric data, health data, sex life/orientation, account credentials), provide Right to Limit Use and Disclosure. Implement 'Limit the Use of My Sensitive Personal Information' link.
1. Service Provider Contracts: Ensure AI vendor contract includes CPRA-compliant service provider provisions: (1) prohibition on retaining, using, or disclosing personal information except for specified purposes, (2) prohibition on selling or sharing personal information, (3) certification of understanding restrictions, (4) audit rights.
Checkpoint 2.1.2: Global Privacy Control (GPC) Signal Detection
Regulation: California Privacy Rights Act (CPRA), Cal. Civ. Code § 1798.135(b); CPPA regulations requiring GPC signal detection
Effective: January 1, 2023 (CPRA requires GPC signal detection)
Risk Level: CRITICAL - Tractor Supply fined $1.35M in part for failure to honor GPC signals
Applies to: California residents

Context: GPC is browser/device signal indicating user's opt-out preference. CPPA has made clear that failure to detect and honor GPC signals is CPRA violation. This is technically complex requirement that most employers/vendors have not implemented.

REQUIRED CHECKPOINTS:
1. GPC Detection Implementation: Implement technical capability to detect Global Privacy Control signals in HTTP headers (Sec-GPC: 1) and JavaScript API (navigator.globalPrivacyControl). This requires server-side and/or JavaScript code changes to application/website.
1. Automated Opt-Out Processing: Configure systems to automatically process GPC signal as valid opt-out request for sale/sharing of personal information. No additional confirmation or authentication required from user.
1. GPC Signal Honored Site-Wide: Ensure GPC signal applies to all site interactions, not just specific pages. Signal must be honored throughout applicant's session and for future visits (persistent).
1. Vendor GPC Compliance: Verify AI vendor application honors GPC signals. If vendor hosts application, obtain documentation of GPC implementation. If vendor provides embeds/widgets, verify GPC signal passed to vendor systems.
1. Testing and Validation: Test GPC signal detection and processing using browser extensions (GPC browser extension, Privacy Badger) and developer tools. Document test results showing successful detection and automated opt-out processing.
1. GPC Privacy Policy Disclosure: Update privacy policy to disclose that business processes GPC signals as opt-out requests for sale/sharing of personal information.
[bookmark: _Toc212142589]Checkpoint 2.1.3: California FEHA - Automated Decision Systems (ADS) Bias Audits
Regulation: California Fair Employment and Housing Act (FEHA), Cal. Gov. Code § 12900 et seq.; Civil Code § 1798.140 (CPRA definition of automated decision-making technology)
Effective: October 1, 2025 (FEHA regulations on ADS)
Risk Level: CRITICAL - Unlimited damages for employment discrimination, private right of action
Applies to: California employers with 5+ employees
REQUIRED CHECKPOINTS:
1. Annual Bias Audit: Conduct annual bias audit of AI screening tool by independent third-party auditor. Audit must test for discriminatory impact on basis of race, color, religion, sex, gender, gender identity, gender expression, age, national origin, ancestry, disability, medical condition, genetic information, marital status, sexual orientation, citizenship, primary language, immigration status, military/veteran status.
1. Intersectional Analysis: Ensure bias audit examines intersectional impacts (e.g., Black women, older workers with disabilities). California regulations require intersectional analysis, not just single-axis analysis.
1. Audit Methodology Documentation: Document bias audit methodology including: sample size and demographics, statistical methods, impact ratio calculations, sources of test data, limitations and assumptions, auditor qualifications and independence.
1. Bias Audit Remediation: If bias identified, document remediation steps taken. Conduct follow-up testing to verify effectiveness of remediation. Maintain audit trail of remediation efforts.
1. Audit Results Disclosure: Prepare summary of bias audit results for disclosure to applicants upon request. Summary must include: date of audit, protected categories tested, key findings, limitations, remediation actions taken.
1. California-Specific Protected Classes: Verify bias audit includes California-specific protected classes not covered by federal law: ancestry, marital status, medical condition, genetic information, citizenship status, primary language, military/veteran status.
1. Retention of Audit Documentation: Retain complete bias audit documentation for minimum 4 years. Include: full audit report, underlying data, methodology, communications with auditor, remediation documentation.
[bookmark: _Toc212142590]Checkpoint 2.1.4: California Data Minimization and Purpose Limitation
Regulation: CPRA, Cal. Civ. Code § 1798.100(c) (data minimization), § 1798.100(d) (purpose limitation)
Risk Level: HIGH - Violations subject to CPPA enforcement
Applies to: California residents
REQUIRED CHECKPOINTS:
1. Data Minimization Analysis: Document that AI screening tool collects only personal information that is reasonably necessary and proportionate to achieve disclosed purposes of screening. Conduct data element review identifying: each data element collected, business purpose, whether reasonably necessary, less intrusive alternatives considered.
1. Purpose Limitation Compliance: Verify that California applicant personal information is not used for purposes incompatible with disclosed purposes without obtaining new consent. Review vendor data usage practices.
1. Retention Limitation: Establish and document retention periods for California applicant personal information. Delete or de-identify information when no longer necessary for disclosed purposes. Maximum retention typically 1-2 years for unsuccessful applicants.
1. No Secondary Uses Without Consent: Ensure California applicant data is not used for AI model training, research, or other secondary purposes without explicit consent. Obtain vendor certification prohibiting secondary uses.


[bookmark: _Toc212142591]2.2 Colorado Artificial Intelligence Act
Colorado Population: 5.8 million
Effective Date: June 30, 2026 (delayed from February 1, 2026)
Key Statute: Colorado AI Act (SB 24-205)
Notable: First comprehensive statewide AI regulation in US

[bookmark: _Toc212142592]Checkpoint 2.2.1: High-Risk AI System Classification
Regulation: Colorado AI Act, SB 24-205, § 6-1-1701 et seq.
Effective: June 30, 2026
Risk Level: CRITICAL - $20,000 per violation, private right of action, deceptive trade practice classification
Applies to: AI systems used in Colorado that are 'high-risk'
Context: Employment screening AI tools are explicitly classified as 'high-risk artificial intelligence systems' under Colorado law if they make or are substantial factors in employment decisions.
REQUIRED CHECKPOINTS:
1. High-Risk System Identification: Document determination that AI screening tool is 'high-risk artificial intelligence system' under Colorado law. High-risk systems are those that make or are substantial factors in consequential decisions, including employment decisions (hiring, promotion, termination, compensation, terms/conditions).
1. Developer vs. Deployer Classification: Determine whether your organization is 'developer' (creates/significantly modifies AI system) or 'deployer' (uses AI system for employment decisions). Different requirements apply. Document classification with supporting rationale.
1. Intentional Deployment Determination: Verify that use of AI system is 'intentional' (purposeful, knowing use in connection with consequential decision). Passive use or systems not materially influencing decisions may not be 'intentional deployment.'
1. Substantial Factor Analysis: Document whether AI system is 'substantial factor' in employment decisions. Factors include: AI recommendation weight in final decision, human override frequency, decision maker reliance on AI output, AI's role in candidate filtering/ranking.
[bookmark: _Toc212142593]Checkpoint 2.2.2: Algorithmic Discrimination Impact Assessment
Regulation: Colorado AI Act, SB 24-205, § 6-1-1703 (deployer duties), § 6-1-1704 (developer duties)
Effective: June 30, 2026
Risk Level: CRITICAL - Core Colorado requirement, violations subject to maximum penalties
Applies to: Deployers and developers of high-risk AI systems in Colorado
REQUIRED CHECKPOINTS:
1. Impact Assessment - Purpose and Intended Use: Document intended purpose and use cases of AI system. Describe employment decisions to be made or informed by system. Identify categories of employment decisions (screening, interviewing, selection, promotion, performance evaluation, termination).
1. Impact Assessment - Categories of Data: Identify and document all categories of data processed by AI system, including input data, training data, and output data. Categorize by data type (demographic, educational, employment history, assessments, behavioral, biometric, social media, etc.).
1. Impact Assessment - Known Limitations: Document all known limitations of AI system including: data quality issues, demographic blind spots, failure modes, edge cases, circumstances where system performs poorly, factors not considered by system, known biases in training data.
1. Impact Assessment - Benefit-Risk Analysis: Conduct and document analysis of benefits vs. risks of AI system. Benefits: improved efficiency, consistency, reduced bias (if demonstrated). Risks: algorithmic discrimination, disparate impact, privacy harms, transparency/explainability limitations, human autonomy reduction.
1. Impact Assessment - Discrimination Risk Mitigation: Document measures implemented to mitigate algorithmic discrimination risks including: bias testing methodologies, data preprocessing techniques, fairness constraints, human oversight procedures, ongoing monitoring, incident response protocols.
1. Impact Assessment - Transparency Measures: Document transparency measures including: applicant disclosures, explanation capabilities, information provided about AI use, mechanisms for applicants to challenge/appeal AI decisions, human review availability.
1. Impact Assessment - Post-Deployment Monitoring: Document ongoing monitoring plans including: performance metrics tracked, discrimination indicators monitored, monitoring frequency, alert thresholds, responsible parties, escalation procedures, audit schedules.
1. Impact Assessment - Data Minimization: Document that AI system processes only data reasonably necessary for intended purpose. Conduct data element necessity review.
1. Annual Impact Assessment Review: Conduct annual review and update of impact assessment. Document: changes to AI system, new risks identified, updates to mitigation measures, results of monitoring, incidents/complaints, regulatory developments.
1. Impact Assessment Disclosure: Prepare public-facing summary of impact assessment for disclosure. Must include: purpose of AI system, intended use cases, known limitations, nature of data processed, transparency measures. Post on website or make available upon request.
[bookmark: _Toc212142594]Checkpoint 2.2.3: Reasonable Care Standard
Regulation: Colorado AI Act, SB 24-205, § 6-1-1703 (deployer reasonable care duty)
Risk Level: CRITICAL - Failure to exercise reasonable care creates liability
Applies to: Deployers of high-risk AI systems in Colorado
REQUIRED CHECKPOINTS:
1. Reasonable Care Program: Implement and document reasonable care program for AI system deployment. Program must be designed to protect consumers from known or reasonably foreseeable risks of algorithmic discrimination.
1. Risk-Based Approach: Tailor reasonable care measures to complexity and sensitivity of AI system, volume of decisions, potential impact on individuals, and magnitude of harm from discrimination. Document risk-based approach rationale.
1. AI Governance Policies: Adopt and implement AI governance policies addressing: AI system procurement and evaluation, risk assessment, testing and validation, deployment authorization, ongoing monitoring, incident response, human oversight, accountability.
1. Personnel Training: Train personnel involved in AI system deployment on: Colorado AI Act requirements, algorithmic discrimination risks, impact assessment obligations, reasonable care duties, incident reporting, applicant rights, transparency requirements.
1. Vendor Due Diligence: Conduct reasonable due diligence on AI developers/vendors including: review of developer's impact assessment, validation of discrimination testing, assessment of developer's risk management practices, evaluation of technical documentation, verification of developer compliance with Colorado Act.
1. Human Review and Override: Implement meaningful human review of AI recommendations before adverse employment decisions. Train human reviewers on: AI system limitations, potential for bias, factors to consider, override authority, documentation requirements.
1. Applicant Notification: Provide clear notice to Colorado applicants that high-risk AI system is used in employment decision-making. Notice must be provided before or at time of AI use.
1. Appeal Mechanism: Implement mechanism for applicants to appeal or contest AI-informed employment decisions. Document appeal process, review procedures, decision timelines.
[bookmark: _Toc212142595]Checkpoint 2.2.4: Colorado Discrimination Prohibition
Regulation: Colorado AI Act, SB 24-205, § 6-1-1702 (algorithmic discrimination prohibited)
Risk Level: CRITICAL - Core substantive prohibition
Applies to: All high-risk AI systems in Colorado
Definition: Algorithmic discrimination means condition in which deployment of high-risk AI system results in unlawful differential treatment or impact that disfavors individuals/groups on basis of actual/perceived protected classification.
Protected Classifications: Age, color, disability, ethnicity, genetic information, language proficiency, national origin, race, religion, reproductive health, sex (including pregnancy), veteran status, other classification protected by Colorado or federal law.
REQUIRED CHECKPOINTS:
1. Disparate Treatment Prevention: Implement controls preventing AI system from directly or indirectly treating individuals differently on basis of protected classifications. Review algorithm logic, weighting factors, and decision rules for discriminatory criteria.
1. Disparate Impact Testing: Conduct statistical testing for adverse impact on protected groups. Calculate selection rates, impact ratios, and statistical significance. Test across all Colorado-protected classifications (note: includes language proficiency, reproductive health not always covered by federal law).
1. Intersectional Impact Analysis: Test for discriminatory impact on intersectional groups (e.g., older women, Black individuals with disabilities, Hispanic non-native English speakers). Colorado explicitly requires intersectional analysis.
1. Proxy Variable Assessment: Identify variables that may serve as proxies for protected classifications. Assess proxy risk and implement mitigation strategies (variable removal, fairness constraints, bias correction).
1. Affirmative Defense Preparation: If discrimination identified, prepare affirmative defense documentation showing: (1) differential treatment/impact is necessary for AI system to serve essential business purpose, AND (2) no comparably effective alternative exists that would result in less discrimination.
1. Quarterly Discrimination Monitoring: Implement ongoing monitoring for algorithmic discrimination with quarterly reviews. Set alert thresholds for concerning trends. Document monitoring results and responsive actions.


[bookmark: _Toc212142596]2.3 Illinois Biometric Privacy and AI Employment
Illinois Population: 12.6 million
Key Statutes: Illinois Biometric Information Privacy Act (BIPA), HB 3773 (AI employment discrimination)
Notable: BIPA has resulted in massive settlements (Facebook $650M)

[bookmark: _Toc212142597]Checkpoint 2.3.1: BIPA Written Consent Requirements
Regulation: Illinois Biometric Information Privacy Act (BIPA), 740 ILCS 14/1 et seq.
Effective: Since 2008; ongoing enforcement with increasing damages
Risk Level: CRITICAL - $1,000-$5,000 per violation, private right of action, class action risk
Applies to: Illinois residents; biometric data collection
Context: BIPA covers biometric identifiers (fingerprints, voiceprints, facial geometry scans, iris/retina scans) and biometric information (data derived from biometric identifiers). Video interviews analyzed for facial expressions, voice analytics, and certain behavioral assessments may trigger BIPA.
REQUIRED CHECKPOINTS:
1. Biometric Data Identification: Determine whether AI screening tool collects, captures, purchases, receives, or otherwise obtains biometric identifiers or information from Illinois applicants. Key triggers: facial recognition, voice analysis, keystroke dynamics, gait analysis, eye-tracking.
1. Written Policy Publication: If collecting biometric data, develop, publish, and make publicly available written policy establishing: retention schedule for biometric data, guidelines for permanent destruction of data. Policy must be posted on website.
1. Written Informed Consent: Before collecting any biometric data from Illinois applicants, obtain written informed consent. Consent must: (1) inform applicant in writing that biometric identifier/information is being collected/stored, (2) inform of specific purpose and length of collection/storage, (3) be signed by applicant. Cannot be buried in general terms and conditions.
1. Purpose and Duration Disclosure: Clearly disclose to Illinois applicants: specific purposes for which biometric data will be used, length of time data will be retained, specific circumstances requiring data retention beyond general retention period.
1. No Sale or Profit: Verify that biometric data from Illinois applicants is not sold, leased, traded, or otherwise profited from. Verify vendor does not engage in such practices. BIPA strictly prohibits profiting from biometric data.
1. Reasonable Data Security: Implement and document reasonable standard of care to protect biometric data. Use at least same security as for other confidential/sensitive information. Document: encryption, access controls, audit logging, breach response procedures.
1. Third-Party Disclosure Restrictions: If biometric data disclosed to vendor or third party, ensure disclosure is: (1) authorized by written consent for purpose disclosed to applicant, (2) required by law, (3) necessary to complete financial transaction, OR (4) otherwise authorized by BIPA. Obtain vendor BIPA compliance certification.
1. Retention and Destruction: Permanently destroy biometric data when: (1) initial purpose for collection satisfied, OR (2) within 3 years of last interaction with Illinois applicant, whichever occurs first. Document destruction procedures and maintain destruction logs.
[bookmark: _Toc212142598]Checkpoint 2.3.2: Illinois AI Employment Discrimination (HB 3773)
Regulation: Illinois Human Rights Act as amended by HB 3773, 775 ILCS 5/1-103 et seq.
Effective: January 1, 2026
Risk Level: CRITICAL - AI notice requirement, zip code proxy prohibition, disparate impact liability, IDHR enforcement with private right of action, uncapped damages
Applies to: Illinois employers with 1+ employees in Illinois
REQUIRED CHECKPOINTS:
1. AI-Augmented Interview Disclosure: Provide advance written notice to Illinois applicants if 'AI-augmented interview' will be used. AI-augmented interview includes video or audio interview where AI analyzes applicant responses, nonverbal cues, or other characteristics.
1. Applicant Opt-Out Right: Allow Illinois applicants to opt out of AI-augmented interview and complete alternative assessment method. Document alternative methods available, process for opting out, and non-discrimination policy for opt-out requesters.
1. Illinois Protected Classes Coverage: Ensure discrimination testing covers Illinois-specific protected classes not covered by federal law: citizenship status, military discharge status, housing status, pregnancy and related conditions, conviction record.
1. Conviction Record Consideration: If AI system considers criminal history, comply with Illinois restrictions on conviction record use: individualized assessment required, nexus to job required, recency and nature of conviction considered, applicant opportunity to present rehabilitation evidence.
Checkpoint 2.3.3: Illinois HB 3773 Zip Code Proxy Prohibition
Regulation: Illinois Human Rights Act as amended by HB 3773, 775 ILCS 5/2-102.5
Effective: January 1, 2026
Risk Level: CRITICAL - Zip code prohibition with private right of action, uncapped damages
Applies to: Illinois employers using AI for employment purposes
Context: HB 3773 explicitly prohibits AI systems from using zip codes or postal codes as a proxy for protected characteristics including race, ethnicity, and national origin. This addresses well-documented patterns where geographic data has been used to discriminate indirectly.
REQUIRED CHECKPOINTS:
1. Zip Code Data Audit: Review all AI system inputs to identify any use of zip codes, postal codes, or geographic data. Document each instance where location data is processed.
1. Permitted Use Documentation: If zip codes are used, document that usage is LIMITED to: (1) geographic eligibility determination (e.g., commute distance), (2) work authorization verification at country level. Verify that zip codes are NOT used to infer demographic characteristics, socioeconomic status, or any protected class.
1. Technical Safeguards: Implement technical controls to prevent prohibited use: geographic lookup tables must contain ONLY coordinate data (no demographic/census data), AI scoring algorithms must not weight candidates based on neighborhood characteristics, location-based filtering limited to binary eligibility (within/outside commute radius) with no ranking or scoring.
1. Vendor Attestation: Obtain written attestation from AI vendor that their system does not use zip codes as a proxy for protected characteristics. Include audit rights in vendor contract. Require vendor to document all uses of geographic data in their AI models.
1. Disparate Impact Monitoring: Include zip code/location-based filtering in monthly bias audits. Monitor for disparate impact on protected classes. Document all location-based decision outcomes and analyze for patterns indicating proxy discrimination.
Checkpoint 2.3.4: Illinois HB 3773 General AI Employment Notice
Regulation: Illinois Human Rights Act as amended by HB 3773, 775 ILCS 5/2-102.5
Effective: January 1, 2026
Risk Level: CRITICAL - Notice requirement with IDHR enforcement, private right of action after administrative exhaustion
Applies to: Illinois employers using ANY AI for employment decisions (not limited to video interviews)
Context: HB 3773 requires employers to notify applicants when AI is used for ANY employment purpose. This is BROADER than the existing Video Interview Act disclosure requirement. Applies to all AI-assisted screening, scoring, ranking, matching, and decision-support tools.
REQUIRED CHECKPOINTS:
1. AI Processing Inventory: Identify ALL AI systems used in employment decisions for Illinois applicants. Include: resume screening, candidate scoring/ranking, skills assessment, personality evaluation, interview analysis, background check automation, and any other AI-assisted processing.
1. Pre-Application Notice: Provide written notice to Illinois applicants BEFORE AI processing begins. Notice must: (1) disclose that AI/Generative AI technologies will be used, (2) describe the types of AI processing that will occur, (3) explain how AI influences employment decisions, (4) inform applicants of their right to request human review.
1. Consent Documentation: Obtain acknowledgment from Illinois applicants that they received AI notice. Document consent mechanism and maintain records. Note: HB 3773 does not currently require opt-out, but best practice is to offer human review alternative.
1. Confirmation Reinforcement: Include AI processing disclosure in application confirmation communications. Provide link to candidate portal where applicants can exercise data rights and request human review.
1. IDHR Format Compliance: Monitor Illinois Department of Human Rights (IDHR) for prescribed notice format. IDHR may issue specific disclosure templates. Update notice language to comply with any IDHR requirements when issued.


[bookmark: _Toc212142599]2.4 New York City Local Law 144
NYC Population: 8.3 million (broader NYC metro: 20+ million)
Effective: July 5, 2023 (enforcement began)
Key Statute: NYC Local Law 144 (2021), codified at NYC Admin. Code § 20-870 et seq.

[bookmark: _Toc212142600]Checkpoint 2.4.1: AEDT Definition and Applicability
Regulation: NYC Local Law 144, NYC Admin. Code § 20-870
Effective: July 5, 2023
Risk Level: HIGH - $375-$1,500 per violation, per position, per day
Applies to: NYC employers/employment agencies using AETDs affecting NYC residents
Context: NYC Local Law 144 applies to 'Automated Employment Decision Tools' (AEDTs) - systems that substantially assist or replace discretionary decision-making for employment decisions.
REQUIRED CHECKPOINTS:
1. AEDT Classification: Determine if AI screening tool meets AEDT definition: computational process (derived from machine learning, statistical modeling, AI, or similar technique) that issues simplified output used to substantially assist or replace discretionary decision-making for employment decision. Document classification analysis.
1. Substantial Assistance Determination: Evaluate whether AI tool 'substantially assists' decision-making. Factors: weight given to AI output, frequency of human override, complexity of human review, decision maker reliance. If AI output significantly influences decisions, likely substantial assistance.
1. Employment Decision Scope: Identify which employment decisions AI tool affects: hiring/selection, promotion, or other covered decisions. NYC law covers tools used for screening candidates or employees for hire or promotion to new position.
1. Geographic Scope: Determine if AI tool is used for positions that could be performed in NYC (not just positions located in NYC). If remote positions or positions that might involve NYC work, Law 144 applies.

[bookmark: _Toc212142601]Checkpoint 2.4.2: Annual Bias Audit Requirements
Regulation: NYC Local Law 144, NYC Admin. Code § 20-871
Risk Level: CRITICAL - Core requirement, per-day penalties
Applies to: NYC AETDs
REQUIRED CHECKPOINTS:
1. Annual Independent Bias Audit: Conduct bias audit of AEDT at least annually (every 12 months). Audit must be conducted by independent auditor (no direct financial interest or material business relationship with employer/vendor).
1. Auditor Independence: Verify auditor independence. Document: auditor selection process, independence verification, absence of conflicts, auditor qualifications (statistical analysis expertise, familiarity with discrimination testing).
1. Bias Audit Methodology - Selection Rate Analysis: Calculate and compare selection rates for each category within sex, race, and ethnicity classifications. Selection rate = proportion of individuals in category who were selected for position. Must test: sex (male, female, unknown); race/ethnicity (Hispanic/Latino, Black/African American, White, Asian, Native Hawaiian/Pacific Islander, American Indian/Alaska Native, Two or More Races, unknown).
1. Impact Ratio Calculation: For each category tested, calculate impact ratio: selection rate for category / selection rate for most selected category. Impact ratios below 0.80 indicate adverse impact requiring attention.
1. Scoring Rate Analysis (if applicable): If AEDT assigns scores, calculate scoring rates (proportion receiving score above employer-selected threshold) for each category. Compare scoring rates across categories.
1. Historical Data Requirements: Use historical data from AEDT usage for audit. Must use data reflecting AEDT's actual past performance, not simulated or prospective data. Minimum sample size: sufficient for statistical validity (typically n≥30 per category).
1. Audit Report Documentation: Obtain comprehensive bias audit report including: audit date, auditor identity, methodology, data sources and date ranges, sample sizes, selection rates by category, impact ratios, scoring rates (if applicable), limitations, recommendations.
1. Audit Date Tracking: Document date of most recent bias audit. Ensure audit conducted at least once per year. Calendar recurring audit at least 30 days before annual deadline.

[bookmark: _Toc212142602]Checkpoint 2.4.3: Public Disclosure Requirements
Regulation: NYC Local Law 144, NYC Admin. Code § 20-871(b)
Risk Level: HIGH - Transparency violations create per-day penalties
Applies to: NYC AETDs
REQUIRED CHECKPOINTS:
1. Public Website Posting: Publish on public-facing website: (1) date of most recent bias audit, (2) summary of audit results, including selection rates and impact ratios. Must be publicly accessible without login/paywall.
1. Audit Summary Contents: Ensure public audit summary includes: audit date, source of data used, number of applicants/candidates assessed, selection rates for each tested category, impact ratios, scoring rates (if applicable), instructions for requesting full audit report.
1. Full Audit Report Availability: Make full bias audit report available upon request. Establish process for applicants/employees to request report. Provide report within reasonable timeframe (recommend 10 business days).
1. Website Update Timing: Update website posting within 30 days after completion of annual bias audit. Maintain posted information current and accurate.
1. Vendor Responsibility Allocation: If vendor provides AEDT, clarify whether employer or vendor responsible for public posting. Best practice: employer posts on own website even if vendor also posts. Contractually require vendor to provide audit report and summary suitable for posting.

[bookmark: _Toc212142603]Checkpoint 2.4.4: Candidate/Employee Notice Requirements
Regulation: NYC Local Law 144, NYC Admin. Code § 20-871(b)
Risk Level: HIGH - Notice violations create per-day penalties
Applies to: NYC AETDs
REQUIRED CHECKPOINTS:
1. Pre-Use Notice to Candidates: Provide written notice to NYC applicants at least 10 business days before use of AEDT. Notice must inform that AEDT will be used in evaluation. Provide notice via job posting, application, email, or similar means.
1. Pre-Use Notice to Employees: Provide written notice to NYC employees at least 10 business days before use of AEDT for promotion consideration. Notice must inform that AEDT will be used.
1. Notice Content Requirements: Include in notice: (1) AEDT will be used, (2) job qualifications/characteristics AEDT will assess, (3) instructions for requesting alternative selection process or accommodation, (4) link to employer's bias audit results posting.
1. Alternative Process Accommodation: Provide alternative selection process or reasonable accommodation upon request. Document: process for requesting alternative/accommodation, available alternatives, review and approval procedures, implementation timeline.
1. Data Retention Notice: Notify NYC applicants/employees of employer's data retention policy, including types of data collected and how long retained. Provide mechanism for applicants/employees to request deletion of data (not legally required but recommended).


[bookmark: _Toc212142604]2.5 Virginia, Connecticut, Utah, Florida Requirements
These states have enacted AI or privacy laws affecting employment screening, though generally less comprehensive than CA, CO, IL, NYC.

[bookmark: _Toc212142605]Checkpoint 2.5.1: Virginia
Population: 8.6 million
Key Statute: Virginia Consumer Data Protection Act (VCDPA), Va. Code § 59.1-575 et seq.
Effective: January 1, 2023
Risk Level: MEDIUM - Attorney General enforcement only, no private right of action
REQUIRED CHECKPOINTS:
1. Profiling Notice: Provide notice to Virginia residents if engaging in 'profiling in furtherance of solely automated decisions that produce legal or similarly significant effects.' AI employment screening may constitute such profiling.
1. Opt-Out Right: Provide Virginia residents right to opt out of profiling for automated decisions producing legal/significant effects. Implement opt-out mechanism and alternative assessment process.
1. Purpose Specification: Specify purposes for processing Virginia resident data. Obtain consent if processing for purposes incompatible with disclosed purposes.
1. Data Protection Assessment: Conduct data protection assessment for profiling activities that present heightened risk of harm. Document risk analysis and safeguards.

[bookmark: _Toc212142606]Checkpoint 2.5.2: Connecticut
Population: 3.6 million
Key Statute: Connecticut Data Privacy Act (CTDPA), Conn. Gen. Stat. § 42-515 et seq.
Effective: July 1, 2023
Risk Level: MEDIUM - Attorney General enforcement, no private right of action
REQUIRED CHECKPOINTS:
1. Automated Decision Notice: Provide notice to Connecticut residents if making decisions based solely on automated processing that produce legal or similarly significant effects.
1. Opt-Out Right: Provide Connecticut residents right to opt out of profiling for automated decisions. Implement opt-out process.
1. Data Protection Assessment: Conduct data protection assessment for processing activities that present heightened risk of harm to consumers.

[bookmark: _Toc212142607]Checkpoint 2.5.3: Utah
Population: 3.4 million
Key Statute: Utah Consumer Privacy Act (UCPA), Utah Code § 13-61-101 et seq.
Effective: December 31, 2023
Risk Level: MEDIUM - Attorney General enforcement
REQUIRED CHECKPOINTS:
1. Privacy Policy: Maintain privacy policy disclosing categories of personal data processed and purposes. Provide to Utah residents upon request.
1. Opt-Out Rights: Provide Utah residents rights to opt out of: sale of personal data, targeted advertising, certain profiling.
1. Data Minimization: Process only personal data that is adequate, relevant, and reasonably necessary for disclosed purposes.
[bookmark: _Toc212142608]Checkpoint 2.5.4: Florida
Population: 22.6 million
Key Statute: Florida Digital Bill of Rights (FDBR), Fla. Stat. § 501.171 et seq.
Effective: July 1, 2024
Risk Level: MEDIUM - Attorney General enforcement
REQUIRED CHECKPOINTS:
1. Privacy Notice: Provide privacy notice to Florida residents disclosing data collection and processing practices.
1. Consumer Rights: Honor Florida resident requests for: data access, deletion, portability, and opt-out of data sales.
1. Purpose Limitation: Use personal data only for disclosed, compatible purposes.


[bookmark: _Toc212142609]SECTION 3: PRIVACY LAW STATES (FRAMEWORK 3)
APPLIES TO: Organizations with operations in TX, OR, MT, IA, or TN

Overview: These states have comprehensive privacy laws that affect AI employment screening through data collection, processing, and consumer rights provisions. All Framework 1 requirements remain applicable.
[bookmark: _Toc212142610]3.1 Texas Data Privacy and Security Act
Population: 30.5 million
Effective: July 1, 2024
Key Statute: Texas Data Privacy and Security Act (TDPSA), Tex. Bus. & Com. Code § 541.001 et seq.
REQUIRED CHECKPOINTS:
1. Privacy Notice: Provide clear, accessible privacy notice to Texas residents describing data collection and processing practices.
1. Consumer Rights Implementation: Implement process to handle Texas resident requests for: access to personal data, deletion of personal data, portability of data, correction of inaccuracies, opt-out of data sales and targeted advertising.
1. Data Security: Implement reasonable security measures to protect Texas resident personal data. Document security controls.
1. Processing Purpose Limitation: Process Texas resident data only for disclosed, compatible purposes.
1. Data Minimization: Limit data collection to what is adequate, relevant, and reasonably necessary.
[bookmark: _Toc212142611]3.2 Oregon Consumer Privacy Act
Population: 4.2 million
Effective: July 1, 2024
Key Statute: Oregon Consumer Privacy Act, Or. Rev. Stat. § 646A.600 et seq.
REQUIRED CHECKPOINTS:
1. Privacy Notice Disclosure: Maintain privacy notice accessible to Oregon residents disclosing data practices.
1. Consumer Rights: Honor Oregon resident requests for access, deletion, portability, and opt-out rights.
1. Sensitive Data Consent: Obtain consent before processing sensitive personal data from Oregon residents.
1. Data Protection Assessment: Conduct assessments for processing activities presenting heightened privacy risks.
[bookmark: _Toc212142612]3.3 Montana Consumer Data Privacy Act
Population: 1.1 million
Effective: October 1, 2024
Key Statute: Montana Consumer Data Privacy Act, Mont. Code Ann. § 30-14-2701 et seq.
REQUIRED CHECKPOINTS:
1. Privacy Notice: Provide privacy notice to Montana residents.
1. Consumer Rights: Implement mechanisms for Montana residents to exercise access, deletion, and opt-out rights.
1. Purpose Specification: Process data for disclosed purposes only.
[bookmark: _Toc212142613]3.4 Iowa Consumer Data Protection Act
Population: 3.2 million
Effective: January 1, 2025
Key Statute: Iowa Consumer Data Protection Act, Iowa Code § 715D.1 et seq.
REQUIRED CHECKPOINTS:
1. Privacy Policy: Maintain privacy policy for Iowa residents.
1. Data Rights: Process Iowa resident requests for access and deletion.
1. Opt-Out Mechanism: Provide opt-out for data sales and targeted advertising.
[bookmark: _Toc212142614]3.5 Tennessee Information Protection Act
Population: 7.1 million
Effective: July 1, 2025
Key Statute: Tennessee Information Protection Act, Tenn. Code Ann. § 47-18-3201 et seq.
REQUIRED CHECKPOINTS:
1. Privacy Notice: Provide notice to Tennessee residents about data practices.
1. Consumer Rights: Honor Tennessee resident requests for access, deletion, and opt-out.
1. Data Security: Implement reasonable security measures for Tennessee resident data.


[bookmark: _Toc212142615]SECTION 4: DATA SECURITY AND PRIVACY ARCHITECTURE
[bookmark: _Toc212142616]4.1 Data Security Baseline Requirements
Applies to: ALL US organizations
1. Encryption at Rest: Verify AI system encrypts all personal data at rest using industry-standard encryption (AES-256 or equivalent).
1. Encryption in Transit: Verify all data transmissions use TLS 1.2 or higher encryption.
1. Access Controls: Implement role-based access controls limiting access to applicant data based on business need. Document access permissions.
1. Authentication: Require multi-factor authentication for systems processing applicant personal information.
1. Audit Logging: Maintain comprehensive audit logs of all access to and modifications of applicant data. Retain logs minimum 1 year.
1. Security Certifications: Verify AI vendor maintains current security certifications (SOC 2 Type II, ISO 27001, or equivalent). Obtain certification documentation.
1. Penetration Testing: Verify vendor conducts annual penetration testing by qualified third party. Review test results and remediation documentation.
1. Vulnerability Management: Verify vendor maintains vulnerability management program with regular scanning, patching, and remediation. Obtain vulnerability scan reports.
1. Incident Response Plan: Verify vendor maintains documented incident response plan. Understand vendor's breach notification obligations and timeline.
1. Data Backup and Recovery: Verify vendor maintains regular backups and documented disaster recovery procedures.
[bookmark: _Toc212142617]4.2 Data Privacy Architecture
Applies to: ALL US organizations
1. Data Inventory: Maintain comprehensive inventory of all personal data elements collected through AI screening, including: data type, source, purpose, retention period, third-party disclosures.
1. Privacy by Design: Verify AI system designed with privacy protections built in from inception (not added as afterthought). Document privacy design principles.
1. Data Segregation: Ensure personal data used for screening decisions is segregated from data used for other purposes (marketing, research, analytics).
1. Third-Party Data Sharing: Document all third parties with whom applicant data is shared. Maintain contracts with data processing agreements.
1. International Data Transfers: If applicant data transferred internationally, document transfer mechanisms and compliance with applicable laws (GDPR, CPRA, etc.).
1. Data Retention Policies: Establish and document data retention policies specifying retention periods for each data category. Implement automated deletion.
1. Anonymization/De-identification: When possible, anonymize or de-identify data used for analytics, research, or model training. Document de-identification techniques.


[bookmark: _Toc212142618]SECTION 5: VENDOR MANAGEMENT AND CONTRACTS
[bookmark: _Toc212142619]5.1 Vendor Due Diligence
Applies to: ALL US organizations
1. Vendor Background Research: Conduct background research on AI vendor including: company history, financial stability, customer references, litigation history, regulatory enforcement actions, reputation in market.
1. Technical Capabilities Assessment: Evaluate vendor's technical capabilities including: algorithm sophistication, data science expertise, bias testing methodologies, security infrastructure, scalability, reliability.
1. Compliance Program Review: Assess vendor's compliance program including: compliance team qualifications, documented compliance policies, audit history, regulatory examination results, industry certifications.
1. Financial Viability: Assess vendor's financial health to ensure stability and ability to fulfill long-term obligations. Review financial statements, funding rounds, burn rate.
1. Insurance Coverage: Verify vendor maintains adequate insurance including: general liability, E&O/professional liability, cyber liability, employment practices liability (EPLI). Obtain certificates of insurance.
1. Customer References: Contact vendor's existing customers to assess: customer satisfaction, system performance, support quality, compliance assistance, issue resolution, hidden costs.
1. Vendor Site Visit: Consider conducting vendor site visit to assess: data center security, employee background checks, development practices, operational controls, disaster recovery capabilities.
[bookmark: _Toc212142620]5.2 Contract Provisions
Applies to: ALL US organizations
1. Compliance Representations: Include vendor representations regarding: compliance with all applicable laws, absence of discriminatory features, testing for bias, data security standards, privacy protections.
1. Indemnification: Negotiate indemnification provisions for: discrimination claims arising from AI tool, privacy violations, data breaches, intellectual property claims, regulatory fines/penalties.
1. Insurance Requirements: Require vendor to maintain minimum insurance coverage limits and name your organization as additional insured.
1. Audit Rights: Negotiate right to audit vendor's: compliance programs, bias testing, data security controls, algorithm documentation, incident logs. Include frequency and scope of audit rights.
1. Data Ownership: Clarify that employer owns all applicant data. Prohibit vendor from using employer's data for other purposes (model training, research, analytics) without explicit consent.
1. Data Security Requirements: Specify minimum data security requirements vendor must maintain: encryption standards, access controls, security certifications, penetration testing, vulnerability management.
1. Incident Notification: Require vendor to notify employer of: security incidents, privacy violations, regulatory inquiries, discrimination complaints, system failures, material changes to AI system. Specify notification timeline (typically 24-48 hours).
1. Subcontractor Requirements: Require vendor to obtain employer approval before engaging subcontractors. Flow-down contract obligations to subcontractors.
1. Data Return/Destruction: Upon contract termination, require vendor to: return all employer data in usable format, certify destruction of retained copies, document destruction process.
1. Service Level Agreements: Define service levels for: system uptime/availability, response time for support requests, time to resolution for critical issues, bias audit delivery timelines.
1. Term and Termination: Specify contract term and termination rights. Include termination for cause (breach, regulatory changes, discrimination findings). Consider termination for convenience with reasonable notice period.
1. Regulatory Updates: Require vendor to monitor regulatory developments and update AI system to maintain compliance. Clarify allocation of costs for compliance updates.


[bookmark: _Toc212142621]SECTION 6: INTERNAL GOVERNANCE AND ACCOUNTABILITY
[bookmark: _Toc212142622]6.1 AI Governance Framework
Applies to: ALL US organizations
1. AI Governance Policy: Adopt formal AI governance policy addressing: acceptable uses of AI in employment, prohibited uses, approval requirements, oversight responsibilities, accountability structure.
1. Cross-Functional AI Committee: Establish AI oversight committee with representatives from: HR, Legal, Compliance, IT/Security, Business Operations, DE&I. Define committee charter, responsibilities, meeting cadence.
1. Risk Assessment Framework: Develop framework for assessing AI risk including: discrimination risk, privacy risk, security risk, operational risk, reputational risk, regulatory risk. Apply framework before AI deployment.
1. Approval Process: Implement formal approval process for: AI system procurement, deployment, material changes, expansion to new use cases. Define approval authorities and escalation procedures.
1. Roles and Responsibilities: Document clear roles and responsibilities for: AI system ownership, compliance monitoring, vendor management, incident response, training, policy updates.
1. Accountability Mechanisms: Establish accountability mechanisms including: KPI tracking, compliance reporting, executive oversight, board reporting (for large organizations).
[bookmark: _Toc212142623]6.2 Training and Awareness
Applies to: ALL US organizations
1. HR Team Training: Train HR personnel involved in AI-assisted hiring on: applicable legal requirements, discrimination risks, accommodation procedures, transparency obligations, documentation requirements. Annual training recommended.
1. Hiring Manager Training: Train hiring managers who make final decisions on: AI system limitations, risk of over-reliance on AI, human judgment requirements, override authority, documentation requirements.
1. Recruiter Training: Train recruiters on: legal disclosure requirements, accommodation request handling, applicant questions about AI, escalation procedures.
1. Legal/Compliance Training: Train legal and compliance personnel on: AI employment law landscape, monitoring obligations, audit procedures, incident response, regulatory examination preparation.
1. IT/Security Training: Train IT/security personnel on: AI system security requirements, data protection obligations, access control management, incident response.
1. Executive Awareness: Provide executive briefings on: AI employment law landscape, organizational compliance posture, risk exposure, resource requirements, strategic implications.
1. Training Documentation: Document all training activities including: attendees, topics covered, materials provided, testing/assessment results, completion certification. Retain training records.


[bookmark: _Toc212142624]SECTION 7: ONGOING MONITORING AND AUDITING
[bookmark: _Toc212142625]7.1 Continuous Monitoring Program
Applies to: ALL US organizations
1. Quarterly Bias Monitoring: Conduct quarterly analysis of AI system selection rates across protected classes. Calculate impact ratios and document results. Escalate concerning trends immediately.
1. Performance Metrics Tracking: Monitor AI system performance metrics including: application completion rates, screening pass rates, interview invitation rates, offer rates. Track by demographic group.
1. Applicant Feedback Collection: Implement mechanism to collect applicant feedback on AI screening experience. Monitor for: technical issues, accessibility problems, fairness concerns, discrimination complaints.
1. Accommodation Request Tracking: Maintain log of all accommodation requests including: type of accommodation, approval/denial, reason for denial, accommodation provided, timeline. Review quarterly for patterns.
1. System Changes Monitoring: Document all changes to AI system including: algorithm updates, new data sources, configuration changes, feature additions/removals. Assess compliance impact of each change.
1. Vendor Performance Review: Conduct quarterly vendor performance reviews assessing: service levels, support responsiveness, compliance assistance, system reliability, cost management.
1. Regulatory Landscape Monitoring: Monitor regulatory developments at federal, state, and local levels. Subscribe to: EEOC updates, state attorney general announcements, privacy agency enforcement actions, legislative tracking services.
1. Litigation Monitoring: Monitor employment discrimination and privacy litigation involving AI tools. Track: emerging theories of liability, settlement amounts, plaintiff law firm tactics, successful defenses.
[bookmark: _Toc212142626]7.2 Internal Audit Program
Applies to: ALL US organizations
1. Annual Compliance Audit: Conduct comprehensive annual audit of AI employment screening compliance covering all applicable legal requirements. Use this checklist as audit framework.
1. Bias Audit Quality Review: Review vendor-conducted bias audits for: methodology rigor, sample size adequacy, statistical appropriateness, intersectional analysis, limitation disclosures, auditor independence.
1. Documentation Review: Audit compliance documentation for: completeness, accuracy, retention compliance, accessibility, version control. Identify documentation gaps and remediate.
1. Policy and Procedure Review: Review policies and procedures for: currency, accuracy, alignment with practice, completeness, clarity. Update as needed.
1. Training Effectiveness Assessment: Assess training effectiveness through: knowledge testing, compliance spot checks, incident analysis, feedback surveys. Improve training based on findings.
1. Third-Party Audit Consideration: Consider engaging third-party auditor to conduct independent compliance assessment. Third-party audit provides: objectivity, expertise, credibility with regulators, benchmark against peer practices.


[bookmark: _Toc212142627]SECTION 8: INCIDENT RESPONSE AND REMEDIATION
[bookmark: _Toc212142628]8.1 Incident Response Plan
Applies to: ALL US organizations
1. Incident Response Policy: Adopt incident response policy defining: incident types (discrimination complaints, bias findings, privacy breaches, technical failures), response procedures, escalation paths, notification requirements.
1. Response Team: Designate incident response team including representatives from: Legal, HR, Compliance, IT, PR/Communications. Define team roles and contact information.
1. Detection and Reporting: Implement mechanisms to detect and report potential incidents including: applicant complaint process, bias monitoring alerts, security incident detection, vendor incident notification.
1. Initial Assessment: Define initial assessment procedures including: severity classification, scope determination, immediate containment actions, stakeholder notification, documentation requirements.
1. Investigation Procedures: Define investigation procedures including: evidence preservation, root cause analysis, witness interviews, documentation review, vendor cooperation requirements.
1. Remediation Actions: Define remediation procedures including: system modifications, process improvements, affected individual notification, make-whole remedies, policy updates, additional training.
1. Regulatory Notification: Define procedures for regulatory notification including: threshold determination (when notification required), notification timeline, responsible parties, notification content, follow-up obligations.
1. Legal Strategy Coordination: For discrimination complaints or enforcement actions, coordinate legal strategy with: outside counsel, vendor counsel (if applicable), insurance carrier, regulatory defense specialists.
[bookmark: _Toc212142629]8.2 Lessons Learned and Continuous Improvement
Applies to: ALL US organizations
1. Post-Incident Review: Conduct post-incident review for all material incidents. Document: incident timeline, root causes, response effectiveness, areas for improvement, corrective actions.
1. Trend Analysis: Analyze incident patterns to identify: systemic issues, recurring problems, vendor performance gaps, training deficiencies, policy inadequacies.
1. Corrective Action Implementation: Implement corrective actions identified through incident response and trend analysis. Assign ownership, set deadlines, track completion.
1. Knowledge Sharing: Share lessons learned across organization through: updated training materials, policy revisions, procedure improvements, communication campaigns.
1. Vendor Accountability: Hold vendor accountable for incident contributions through: root cause demands, remediation requirements, financial penalties/credits, contract renegotiation, vendor replacement (if necessary).


[bookmark: _Toc212142630]SECTION 9: DOCUMENTATION AND RECORDKEEPING
[bookmark: _Toc212142631]9.1 Required Documentation
Applies to: ALL US organizations
1. Vendor Contracts and Agreements: Maintain current contracts with all AI vendors including: master service agreements, statements of work, amendments, data processing agreements, service level agreements.
1. Vendor Certifications and Attestations: Maintain vendor certifications regarding: compliance representations, bias testing, security controls, insurance coverage, independence of auditors.
1. Bias Audit Reports: Retain all bias audit reports including: full reports, executive summaries, underlying data, methodology documentation, auditor credentials, remediation plans. Minimum retention: 5 years.
1. Impact Assessments: Retain impact assessments required under Colorado law and similar requirements. Include: initial assessments, annual updates, supporting analysis, stakeholder input.
1. Adverse Impact Analyses: Retain all adverse impact analyses including: selection rate calculations, impact ratio computations, statistical significance tests, demographic data sources, analysis dates. Minimum retention: 5 years.
1. FCRA Compliance Documentation: If FCRA applicable, retain: disclosure and authorization forms, consumer reports obtained, pre-adverse action notices, adverse action notices, applicant disputes, investigation documentation. Minimum retention: 5 years.
1. Accommodation Requests and Responses: Retain all accommodation request documentation including: request date and content, disability information (if disclosed), interactive process notes, accommodation provided, approval/denial rationale. Minimum retention: 7 years (EEOC recommendation).
1. Training Records: Retain training records including: training materials, attendance records, completion certifications, assessment results. Minimum retention: 3 years after training.
1. Policy Documents: Maintain current versions and revision history of all policies including: AI governance policy, privacy policy, bias audit policy, accommodation policy, incident response policy.
1. Incident Documentation: Retain all incident documentation including: incident reports, investigation files, remediation actions, regulatory correspondence, litigation materials. Minimum retention: 7 years after incident resolution.
1. Compliance Audit Reports: Retain internal and external compliance audit reports. Minimum retention: 7 years.
1. Applicant Communications: Retain copies of notices provided to applicants including: AI use disclosures, privacy notices, FCRA disclosures, accommodation offer letters. Minimum retention: 3 years after hiring decision.
[bookmark: _Toc212142632]9.2 Document Retention and Management
Applies to: ALL US organizations
1. Retention Schedule: Adopt formal document retention schedule specifying retention periods for each document category. Consider: legal requirements (federal 1-5 years, varies by state), litigation hold obligations, operational needs.
1. Secure Storage: Store compliance documentation securely with: access controls, encryption, backup procedures, disaster recovery capabilities. Maintain both electronic and physical document security.
1. Version Control: Implement version control for policy documents and audit reports. Track: version numbers, effective dates, revision history, approval signatures.
1. Retrieval Procedures: Establish procedures for efficient document retrieval in response to: regulatory examinations, litigation discovery, internal audits, vendor inquiries, applicant requests.
1. Destruction Procedures: Implement secure destruction procedures for documents reaching end of retention period. Document destruction dates and methods.
1. Litigation Hold Procedures: Establish procedures to suspend document destruction when litigation threatened or initiated. Train personnel on litigation hold compliance.


[bookmark: _Toc212142633]APPENDIX A: STATE-BY-STATE QUICK REFERENCE MATRIX
This matrix provides quick reference for determining which frameworks apply to your organization based on state operations and applicant locations.

	State
	Framework
	Key Requirements

	California
	1 + 2
	Federal baseline + CPRA (privacy), FEHA (bias audits), GPC signal detection

	Colorado
	1 + 2
	Federal baseline + AI Act (impact assessments, reasonable care, discrimination prohibition)

	Illinois
	1 + 2
	Federal baseline + BIPA (biometric consent), HB 3773 (AI discrimination)

	New York City
	1 + 2
	Federal baseline + Local Law 144 (annual bias audits, public disclosure, candidate notice)

	Texas
	1 + 3
	Federal baseline + TDPSA (privacy, consumer rights)

	VA, CT, UT, FL
	1 + 2
	Federal baseline + state privacy laws (opt-out rights, automated decision notices)

	OR, MT, IA, TN
	1 + 3
	Federal baseline + state privacy laws

	All Other States
	1 Only
	Federal baseline only (Title VII, ADA, ADEA, FCRA, FTC Act)




[bookmark: _Toc212142634]APPENDIX B: FRAMEWORK ACTIVATION DECISION TREE
Use this decision tree to determine which compliance frameworks apply to your organization:
START HERE:
Question 1: Does your organization hire employees in the United States?
1. YES → Activate Framework 1 (Federal Baseline) - Proceed to Question 2
1. NO → This checklist does not apply
Question 2: Does your organization have ANY of the following?
· Physical operations in CA, CO, IL, NYC, VA, CT, UT, or FL?
· Actively recruit candidates located in these jurisdictions?
· Post remote or national job openings that could attract applicants from these states?

1. YES to ANY → Activate Framework 2 (Enhanced States) - Proceed to Question 3
1. NO to ALL → Skip Framework 2, proceed to Question 3

Question 3: Does your organization have operations in TX, OR, MT, IA, or TN?
1. YES → Activate Framework 3 (Privacy Law States)
1. NO → Skip Framework 3

RESULT: You have now identified all applicable frameworks.

IMPORTANT NOTE:
If you post remote or national positions, you WILL receive California applicants (12% of US population = highest probability). Framework 2 is effectively mandatory for most national employers.


[bookmark: _Toc212142635]APPENDIX C: GLOSSARY OF US-SPECIFIC TERMS
Adverse Impact / Disparate Impact
Employment practice that appears neutral but has disproportionately negative effect on protected group. Measured using four-fifths (80%) rule: if selection rate for any group is less than 80% of rate for highest-selected group, adverse impact may exist.

Automated Employment Decision Tool (AEDT)
NYC Local Law 144 term for computational process using machine learning, statistical modeling, AI, or similar technique that substantially assists or replaces discretionary decision-making for employment decisions.

Biometric Information
Under Illinois BIPA: data derived from biometric identifiers used to identify individual. Under broader usage: physiological or behavioral characteristics including fingerprints, voiceprints, facial geometry, iris/retina scans, keystroke dynamics.

Business Necessity
Defense to disparate impact claim. Employer must show that challenged practice is job-related for position in question and consistent with business necessity. Requires validation evidence.

Consumer Reporting Agency (CRA)
Under FCRA: entity that assembles or evaluates consumer information for purpose of furnishing consumer reports to third parties. If AI vendor aggregates third-party data for employment screening, may be CRA subject to FCRA.

Four-Fifths Rule (80% Rule)
EEOC guideline for determining adverse impact. If selection rate for any group is less than 80% of rate for highest-selected group, adverse impact presumed.

Global Privacy Control (GPC)
Browser/device signal indicating user's opt-out preference for sale/sharing of personal information. Required to be detected and honored under California CPRA.

High-Risk Artificial Intelligence System
Under Colorado AI Act: AI system that makes or is substantial factor in consequential decisions, including employment decisions affecting terms, conditions, or privileges of employment.

Impact Assessment
Requirement under Colorado AI Act and other laws to assess risks, benefits, and safeguards of high-risk AI system before deployment. Must include purpose, data categories, limitations, discrimination risks, mitigation measures.

Protected Class / Protected Characteristic
Characteristic protected from discrimination by federal or state law. Federal: race, color, religion, sex, national origin, age (40+), disability. States add: sexual orientation, gender identity, marital status, citizenship, language, etc.

Reasonable Accommodation
Under ADA: modification or adjustment to job, work environment, or application process that enables qualified individual with disability to participate in application process or perform essential job functions.

Reasonable Care
Under Colorado AI Act: deployer duty to exercise reasonable care to protect consumers from known or reasonably foreseeable risks of algorithmic discrimination. Must be appropriate to nature and scope of AI system.

Selection Rate
Proportion of applicants from particular group who are selected for position. Used to calculate adverse impact. Selection rate = (# selected from group) / (# of applicants in group).


[bookmark: _Toc212142636]APPENDIX D: REGULATORY AUTHORITY CONTACT INFORMATION
[bookmark: _Toc212142637]Federal Agencies
Equal Employment Opportunity Commission (EEOC)
Website: https://www.eeoc.gov
Phone: 1-800-669-4000
File Charge: https://www.eeoc.gov/filing-charge-discrimination

Federal Trade Commission (FTC)
Website: https://www.ftc.gov
Phone: 1-877-382-4357
Report: https://reportfraud.ftc.gov

[bookmark: _Toc212142638]State Authorities - Enhanced States
California Privacy Protection Agency (CPPA)
Website: https://cppa.ca.gov
Email: regulations@cppa.ca.gov

California Department of Fair Employment and Housing (DFEH/CRD)
Website: https://calcivilrights.ca.gov
Phone: 1-800-884-1684

Colorado Attorney General's Office
Website: https://coag.gov
AI Act Information: https://coag.gov/resources/colorado-artificial-intelligence-act

Illinois Attorney General's Office
Website: https://illinoisattorneygeneral.gov
BIPA Information: https://illinoisattorneygeneral.gov/rights/bipa

NYC Department of Consumer and Worker Protection (DCWP)
Website: https://www.nyc.gov/dcwp
Local Law 144: https://www.nyc.gov/site/dca/about/automated-employment-decision-tools.page

[bookmark: _Toc212142639]Additional Resources
National Employment Law Project (NELP)
Website: https://www.nelp.org

Partnership on AI
Website: https://partnershiponai.org


[bookmark: _Toc212142640]APPENDIX E: SAMPLE DOCUMENTATION TEMPLATES
The following templates are provided as starting points. Organizations must customize templates to reflect their specific circumstances, applicable laws, and legal counsel advice.

[bookmark: _Toc212142641]E.1 Sample AI Screening Disclosure (California/Multi-State)

[bookmark: _Toc212142642]NOTICE OF AUTOMATED EMPLOYMENT DECISION TECHNOLOGY USE
[Company Name] uses automated employment decision technology (also called artificial intelligence or 'AI') as part of our candidate screening and evaluation process. This notice explains how we use this technology and your rights.

What Technology We Use:
We use [brief description of AI tool, e.g., 'automated resume screening software that analyzes your application materials and ranks candidates based on qualifications'] to assist in evaluating candidates for open positions.

How Technology Is Used:
The AI technology [substantially assists/is used to inform] employment decisions including initial screening and candidate selection. Human reviewers make final decisions considering AI recommendations along with other factors.

Your Rights:
1. Request reasonable accommodation if you have a disability that affects your ability to complete the AI assessment
1. Opt out of AI-augmented interviews (where applicable)
1. Request information about the AI system's bias audit results (link to audit results: [URL])
1. Challenge or appeal decisions influenced by AI
1. Request access to, correction of, or deletion of your personal information (California, Colorado, and other states)

For more information or to exercise your rights, contact: [email/phone/link]

[bookmark: _Toc212142643]E.2 Sample Bias Audit Summary (NYC Law 144)

BIAS AUDIT SUMMARY - [AI Tool Name]

Date of Audit: [Date]
Auditor: [Independent Auditor Name]
Data Period: [Start Date] to [End Date]
Positions Assessed: [Job titles/categories]
Total Candidates Evaluated: [Number]

Selection Rate Results:
Sex:
1. Male: [X%] (Impact Ratio: [ratio])
1. Female: [X%] (Impact Ratio: [ratio])
1. Unknown: [X%] (Impact Ratio: [ratio])

Race/Ethnicity:
1. Hispanic or Latino: [X%] (Impact Ratio: [ratio])
1. White: [X%] (Impact Ratio: [ratio])
1. Black or African American: [X%] (Impact Ratio: [ratio])
1. Asian: [X%] (Impact Ratio: [ratio])
1. American Indian or Alaska Native: [X%] (Impact Ratio: [ratio])
1. Native Hawaiian or Pacific Islander: [X%] (Impact Ratio: [ratio])
1. Two or More Races: [X%] (Impact Ratio: [ratio])
1. Unknown: [X%] (Impact Ratio: [ratio])

Note: Impact ratios below 0.80 may indicate adverse impact.

To request the full bias audit report, contact: [email/phone]

[bookmark: _Toc212142644]E.3 Sample Impact Assessment Outline (Colorado AI Act)

ALGORITHMIC DISCRIMINATION IMPACT ASSESSMENT

1. System Identification
1. AI System Name: [Name]
1. Vendor: [Vendor Name]
1. Deployment Date: [Date]
1. Deployer Classification: [Developer/Deployer]

2. Purpose and Intended Use
1. Employment decisions supported: [e.g., resume screening, initial candidate selection]
1. Job categories/roles: [List]
1. Decision weight: [How much AI influences final decisions]

3. Data Processed
1. Input data categories: [List data types]
1. Training data sources: [Describe]
1. Output data: [Scores, rankings, recommendations]

4. Known Limitations
1. [List system limitations, accuracy issues, data gaps, failure modes]

5. Benefits and Risks
Benefits: [Efficiency, consistency, scale]
Risks: [Discrimination risks, privacy concerns, transparency limitations]

6. Discrimination Risk Mitigation
1. Bias testing: [Methodology and frequency]
1. Human oversight: [Review procedures]
1. Ongoing monitoring: [Metrics tracked]
1. Incident response: [Procedures]

7. Transparency Measures
1. Applicant disclosures: [What applicants are told]
1. Appeal process: [How decisions can be challenged]
1. Data access: [Applicant data rights]

8. Post-Deployment Monitoring Plan
1. Performance metrics: [List]
1. Monitoring frequency: [Quarterly, etc.]
1. Alert thresholds: [When escalation occurs]
1. Review schedule: [Annual, etc.]



DOCUMENT COMPLETION CERTIFICATION

This checklist was completed by:

	Name: 
	

	Title: 
	

	Organization: 
	

	Date: 
	

	Signature: 
	




Review and Approval:
	Legal Counsel:
	Date:

	HR Leadership:
	Date:

	Compliance Officer:
	Date:




Next Review Date: _______________________________________
[bookmark: _Toc212142645]END OF CHECKLIST
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